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ACCJ Viewpoint

RECOMMENDATIONS

Recognizing the importance of ongoing efforts to
promote Japan-U.S. economic security and the
vital contribution of sustainable economic growth
to ensuring long-term Japan-U.S. economic
security, the American Chamber of Commerce in
Japan (ACCJ) calls on the Government of Japan
(GOJ) to commit to ensuring a level playing field
between domestic and foreign cloud service
providers from allied and like-minded countries.

Efforts to tilt the competitive playing field in favor
of domestic providers of cloud-related goods
and services, or to develop a domestic cloud
ecosystem that excludes the participation of
leading firms from allied and like-minded countries
on the basis of security considerations, risks not
only undermining Japan’s economic growth and
resilience and depriving firms (including startups)
of access to secure, diverse, low-cost cloud
services, but may also harm efforts to realize a
“security-enhanced cloud” for government and
a “quality cloud,” instead generating a range of
negative unintended consequences.

Consistent with the ACCJ Principles for Promotion
of Economic Security, in order to maximize the
benefits of cloud services for promoting Japan-U.S.
economic security and realizing comprehensive
digital transformation of Japan’s economy, including
in areas identified as critical infrastructure, the
ACCJ recommends that the GOJ adopt principles
such as the following:

1. In adopting cloud-related standards, such
as for “security-enhanced cloud” and “quality
cloud,” the GOJ should rely wherever possible
on internationally recognized standards and best
practices, recognize the use in Japan of cloud
services that meet these standards, and refrain
from adopting requirements that will create an
unlevel playing field or introduce barriers to
service provision by firms from allied and like-
minded countries;

2. In areas where appropriate standards do not
yet exist, the GOJ should work with allies and
like-minded country governments and firms,
including the U.S. government and U.S. firms,
and through mechanisms such as the U.S.-
Japan Internet Economy Dialogue, to support
industry-led processes to develop appropriate
standards, including to ensure security of network
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components, and to avoid the development of
“Galapagos” standards that could harm competition
and create long-term obstacles to Japan’s digital
transformation. For example, this could include
expanding the space for cloud-specific sessions
within the Internet Economy Dialogue;

3. In considering designation of cloud services or
hardware as “critical,” such designations should
be narrow and clearly scoped, with appropriate
attention to the cost-benefit trade-offs involved in
potentially limiting user or operator flexibility and
agility in adapting appropriate cloud strategies and
services tailored to their diverse needs, including
from non-Japanese or overseas service providers
from allied and like-minded countries;

4. In order to reduce the burden on firms
seeking to adopt cloud technologies and enhance
business certainty while protecting economic
security, the GOJ should consider schemes such
as the introduction of pre-clearance processes for
cloud service and hardware providers that meet
recognized international security standards and
avoid undermining a level playing field, and should
not create any misconception (particularly in
administrative guidance or through the regulatory
framework), that domestic vendors are inherently
superior in terms of security compared to foreign
vendors from allied and like-minded countries; and

5. In developing regulations to implement the
Economic Security Promotion Bill enacted in May
2022, including with regard to measures to ensure
stable supply of specified critical materials, the
GOJ should provide ample opportunity for broad
stakeholder engagement throughout the process
in order to ensure measures are fit for purpose
and potential impacts on investment activity are
adequately recognized. For example, this might
be accomplished through establishment of a
consultative council, including representatives from
relevant government agencies as well as Japanese
and non-Japanese businesses from allied and
like-minded countries and their representatives,
which would meet on a regular and announced
scheduled and provide sufficient opportunities for
participation by foreign representatives.

In the context of the Japan-U.S. Joint Leaders’
Statement on “Strengthening the Free and Open
International Order,” released in May 2022, and
ongoing efforts to strengthen the U.S.-Japan
relationship, ensuring a level playing field between
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domestic and foreign cloud service providers
from allied and like-minded countries is vital to
ensuring sustainable Japan-U.S. economic security,
economic growth, and digital transformation as
well as further enhancing U.S.-Japan regional
leadership. It is in this spirit that the ACCJ makes
the aforementioned recommendations.

ISSUES

In April 2022, the ACCJ released Principles for
Promotion of Economic Security ( the “Principles”),
welcoming the GOJ's efforts to enhance Japan’s
economic security and offering six principles
for promoting economic security, maximizing
the contributions that foreign firms from allied
and like-minded countries can make to this
important effort, and further enhancing Japan’s
attractiveness as a place for business to invest,
innovate, and grow.! The ACCJ applauds the Diet’s
passage of the Economic Security Promotion Bill in
May 2022 as an important step in this effort.

Regulations and ministerial orders developed to
implement the broad provisions contained in the
bill, particularly with regard to designation of
critical industries, products, and materials and to
promotion of secure supply of critical materials,
promise to have an important impact on the future
of cloud services in Japan. Related policy measures,
such as the GOJ’s Basic Policy on Economic and
Fiscal Management and Reform, also promise to
have significant ongoing impact.

Proposals made in the "“Digital Nippon 2022—
Digital Challenges for a New Capitalism” released
by the LDP’s Headquarters for the Promotion of
Digital Society represent an important contribution
to these policymaking efforts. The document
provides a comprehensive list of measures
aimed at “raising awareness of the digital world
and realizing a new world” and strengthening
the Digital Agency, regulatory reform, and DX in
government, including measures aimed at securing
administrative systems and communications
infrastructure in the event of a security crisis as
well as protecting against cyberattacks.

However, the document also suggests some
concepts and approaches that appear to run
counter to both the GOJ's own policies and

1. See ACCJ Principles for Promotion of Economic Security, https://www.accj.or.jp/s/
ACCJ-Principles-for-Promotion-of-Economic-Security-ENG_220412.pdf
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the ACCJ)'s Principles.? These concepts and
approaches, such as proposing to broadly
designate “cloud services” as specified critical
goods and encouraging adoption of “domestically
produced cloud services,” have the potential to
harm growth of the economy and undermine the
ability of companies from allied and like-minded
countries to further deepen their contributions to
Japan’s economic welfare and security through
the provision of secure, diverse, low-cost cloud
services. Some of those concerns are described in
more detail below.

1. Emergence of “Galapagos” standards or
review processes could undermine Japan’s
growth, digital transformation, and Japan-
U.S. economic integration

Enhancing adoption of cloud technologies is
critical to Japan’s future growth and digital
transformation, including fostering a supportive
growth environment for startups in Japan. Among
other benefits, cloud services offer flexible
scalability, low operational costs, access to cutting-
edge development tools, and greater reliability
for both customers and service providers, all of
which are critical for realizing the GOJ’s Vision for
a Digital Garden City Nation.?

By contrast, the potential emergence of “Galapagos”
standards for “domestically produced” services or
preferential treatment of domestic cloud services in
the name of economic security has the potential to
undermine these benefits. Bespoke or heterogenous
standards reduce compatibility with broader cloud
service ecosystems, raise costs, and reduce the
range of available services, all while raising the risks
of vendor lock-in and dampening competition.

Further, cloud services ecosystems are not
monolithic but, instead, reflect the combined
efforts of a broad and diverse array of actors with
coordination supported by shared standards and
practices. Neglecting to recognize the diversity of
this ecosystem and requiring cumbersome, costly,
and time-intensive reviews for an overly broad
swathe of cloud services has the potential to slow
the rate of cloud adoption by Japanese companies,
putting them at a disadvantage to their competitors

2. For example, see the “Priority Policy Plan for Digitalized Society” and “Comprehen-
sive Data Strategy” (November 2021, available at: https://www.digital.go.jp/policie
priority-policy-program/) as well as the Japan Fair Trade Commission’s “Survey on Public

Procurement for Information Systems” (February 2022, available at: https://www.jftc.
go.jp/houdou/pressrelease/2022/feb/220208_system/220208_report.pdf)

3. For example, see Deloitte, “Growing on the Cloud,” April 2022, available at:
https://www2.deloitte.com/jp/en/pages/risk/articles/growing-on-the-cloud.html
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in building global platforms as well as weakening
the dynamism of the domestic Japanese market.

2. Unique or discriminatory domestic standards
could undermine efforts to enhance Japan’s
cybersecurity and strengthen Japan-U.S.
cyberspace interoperability

Adoption of the cloud has the potential to provide
enhanced protection for data and intellectual
property, improved and more cost-effective
overall cybersecurity, and more rapid adoption
of cutting-edge security approaches such as
confidential computing and zero-trust principles
that are becoming standard in leading markets,
including the United States.* Leveraging global
best practices and existing security standards,
such as ISO, ISMAP, and the Cross-Border Privacy
Rules (CBPR) framework, is key to realizing these
benefits and realizing a “security-enhanced cloud”
and a “quality cloud.” Further, in the context of
efforts in major markets such as the EU to develop
new digital regulatory regimes, leveraging robust
international standards can help to reduce costs
and complexity for business and ease the process
of promoting regime interoperability.

By contrast, unique, overly customized, or
discriminatory standards can undermine these
benefits, including by slowing the updating of
vulnerable systems, impeding comprehensive
cyber threat monitoring, and increasing the
risk of human error in maintaining compatibility
between systems. This poses a risk not only to
Japan’s cybersecurity and the security of the data
of Japanese citizens, but to enhancing U.S.-Japan
cooperation on economic security, including with
regard to critical and emerging technologies,
whereas incompatible or misaligned standards or
weak cybersecurity practices have the potential to
impair these efforts.

Further, while provisions in the U.S. CLOUD Act
have given rise to some concerns regarding privacy
of sensitive data stored in the United States, these
concerns are misguided. As the GOJ itself has
recognized, U.S. government access under the
CLOUD Act is allowed only in limited cases, such
as criminal procedures, and is governed through

4. For example, see Deloitte, op cit.

5. On April 21, 2021, the Personal Data Protection Commission, the Ministry of Economy,
Trade and Industry and the U.S. Department of Commerce announced the establishment
of the Global Cross-border Privacy Rules Forum, and the CBPR is oriented to expand
beyond APEC to countries with shared values.

See: https://www.meti.go.jp/press/2022/04/20220421001/20220421001.html
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sufficiently stringent processes and controls.® The
CLOUD Act also established a new framework to
facilitate the execution of international agreements
on information sharing for the purposes of criminal
investigations, helping to ensure that information
of each government’s nationals can only be
accessed by the other government subject to
an agreed-upon set of processes and controls
negotiated. Rather compromising information
security and protection, this instead enhances the
safeguards for government access to information.

3. Need to ensure consistency in standards
and approaches across sectors and avoid in-
appropriately equating “domestically produced”
with “secure”

The Economic Security Promotion Bill passed
by the Diet in May 2022 promises to make an
important contribution to Japan-U.S. economic
security. However, much will depend on the
forthcoming ministerial orders and regulations
implementing the law’s provisions, as well as
related provisions in the GOJ’s Basic Policy on
Economic and Fiscal Management and Reform,
and their own implementation.

In preparing these measures, failure to take into
account the need for appropriate consistency across
sectors risks creating barriers to cloud adoption and
Japan’s comprehensive digital transformation, such
as by introducing domestic market fragmentation.
Providing ample opportunity for broad stakeholder
engagement throughout the process represents a
key safeguard against this outcome.

Further, as a general principle, assessments of
cloud service security should consider whether
security is being achieved based on domestic and
global standards and to what extent research and
investment has been made to add and maintain the
latest security update features. Focusing instead on
whether cloud services are domestically produced
could exclude Japan from the international
development environment based on open, global
standards developed in collaboration with private
companies from allied and like-minded countries.

CONCLUSION
Enhanced adoption of cloud services is critical
to Japan’s secure digital transformation and

6. Remarks from Mr. Kusunoki, Group Leader, Digital Society Unified Function Group,
Digital Agency before the Diet Cabinet Committee, March 25, 2022: “We are aware that
the US CLOUD Act does not grant the US Government unrestricted access, but that in
very limited cases, such as criminal investigations. We understand that the information
is requested from cloud service providers through appropriate procedures based on war-
rants issued by the courts.”
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economic growth trajectory, and enhanced Japan-
U.S. economic security. However, efforts to realize
a “security-enhanced cloud” or a “quality cloud”
through the development of "Galapagos” standards
or by tilting the competitive playing field in favor
of domestic providers of cloud-related goods and
services risks undermining Japan’s economic
growth, security, resilience, and dynamism.

Instead, the GOJshould leverage this critical moment
to deepen U.S.-Japan regional and international
leadership by leveraging internationally recognized
standards in developing domestic cloud service
standards, taking an active leadership role in
concert with the U.S. in developing new high-
quality standards where none exist, and setting a
strong example for the region by making security
judgments on the basis of clear, objective, narrowly-
focused security criteria that do not discriminate
against firms from allied or like-minded countries.
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